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An Interview with Storrs Downey:

Addressing the Ever-Expanding Issue of
Biometrics and Privacy in the Workplace

to clocking in and out, have 
replaced traditional systems 
with fingerprint scans. 

 WHAT IS THE CURRENT LAW ON 
 BIOMETRICS IN ILLINOIS?

In 2008, Illinois enacted the 
Illinois Biometric Information 
Privacy Act (BIPA), a privacy 
law which—amongst other 
things—requires written notice 
and consent before the use and 
storage of unique identifiers, 
such as fingerprints and retina 
scans. 

BIPA applies to all private entities 
(inclusive of individuals) in 
Illinois, but because the focus 
of our practice is employment-
related claims, I will narrow the 
scope of my response to discuss 
the impact of BIPA on private 
employers. 

BIPA provides a private right of 
action that permits prevailing 
parties to recover damages 
of $1000 (or actual damages 
if greater) for negligent 
violation(s) and $5000 (or 
actual damages if greater) for 
intentional or reckless violations, 
as well as attorney fees, costs 
and expenses.

 HAS THERE BEEN ANY 
 SIGNIFICANT CASE LAW 
 DEVELOPMENT IN THIS AREA?

In January 2019, the Illinois 
Supreme Court unanimously 
ruled  that plaintiffs do not 
need to show actual harm 
to have standing as an 
“aggrieved person” under 
BIPA in Rosenbach v. Six Flags 
Entertainment Corp. This ruling 
has certainly led to an increase 
in BIPA lawsuits, especially class 
actions. 

More recently in 2019, in Liu v. 
Four Seasons Hotel, Ltd., an Illinois 
Appellate Court found that 
plaintiffs who filed a class action 
alleging BIPA violations were not 
subject to mandatory arbitration. 
The employment agreements 
contained a class waiver 
provision and required that wage 
or hour violations be submitted 
to an arbitrator. The court found 
that BIPA applies inside and 
outside of the workplace, and 
although an employer might use 
biometric data for timekeeping 
purposes, it does not transform 
the complaint into a wage or 
hour claim. Again, this ruling 
is likely to impact future class 
action cases in which plaintiffs 
previously agreed to arbitrate 
certain claims. 

In May 2019, a Chicago hotel 
worker brought a suit in Cook 
County against his former 
hotel employer over fingerprint 
scans. The suit was based on 
the company’s failure to obtain 
written consent to collect and 
share the biometric information 
related to timekeeping and 
payroll. The plaintiff is seeking 
a class action of all individuals 
in Illinois who have had their 
fingerprints scanned by the 
hotel’s timeclock.  

Universal Orlando Resort 
was also recently hit with an 
Illinois proposed class action 
lawsuit. While visiting the park, 
the plaintiff alleges he was 
informed that Illinois residents 
are required to scan their 
fingerprints as a condition to 
entering the theme park and 
that there was no other way 
to obtain entrance. The lawsuit 
claims that Universal Orlando 
Resort knowingly obtains Illinois 
customers’ biometrics without 
their informed written consent, 
as required by BIPA.      

 WHAT ABOUT OTHER STATES IN 
 THIS AREA?

While Illinois was one of the 
first states to pass legislation 

addressing a private entity’s 
collection of biometric data, 
others have done so as well. 
Texas and Washington have 
passed similar laws dictating 
private businesses’ use and 
storage of biometrics, and 
several other states have 
enacted laws protecting 
students and government 
actors. Illinois is currently the only 
state that provides a private 
right of action. 

Massachusetts recently 
introduced a bill which 
appears to be modeled 
after BIPA, but goes even 
further, requiring companies 
collecting consumer’s personal 
information provide the 
individual data collection notice 
before or at time of collection, 
respond to opt out requests, 
and provide the individual 
with the right to access and/
or delete the collected data. 
One of the key differences 
between the Massachusetts bill 
and BIPA is that the bill expressly 
provides for an exception 
for businesses that collect 
or disclose their employees’ 
personal information, “so long 
as the business is collecting 
or disclosing such information 
within the scope of its role 
as an employer.” Unlike 

 WHAT ARE SOME OF THE 
 NEWER CHALLENGING AREAS 
 YOU FACE IN CONSULTING, 
 ADVISING AND DEFENDING 
 CLIENTS ON EMPLOYMENT 
 RELATED ISSUES?

Of course, there has been a 
substantial uptick in sexual 
harassment claims fueled by the 
#MeToo Movement. With the 
current POTUS administration, 
we are also seeing a 
pullback on many wage and 
employment-related regulations 
and provisions previously issued 
by the DOL and NLRB. However, 
the EEOC remains as aggressive 
as ever with investigations and 
prosecutions of Title VII claims, 
as are many state courts and 
legislative bodies.  

Expanding state legalization of 
marijuana for medicinal, or even 
recreational purposes, is also an 
increasingly difficult area for 
employers.

One of the most intriguing and 
newest challenges for employers 
concerns privacy laws—
specifically, legislation-related 
biometrics in the workplace.

 WHAT ARE BIOMETRICS AND 
 HOW ARE THEY USED IN THE 
 WORKPLACE?

Biometrics are unique physical 
characteristics such as 
fingerprints, DNA, voiceprints, 
face or retina features that 
can be used for automated 
recognition.

The use of biometrics in 
the workplace has greatly 
expanded in recent years, 
especially in security and 
timekeeping areas. As an 
example, many employers 
looking to eliminate errors 
and other tampering related 

Illinois, this exception protects 
Massachusetts employers from 
potential voluminous class 
action lawsuits. 

Other states, including Alaska, 
Michigan, New York and New 
Hampshire have proposed laws 
like BIPA in that they provide for 
a private right of action and 
statutory damages. We expect 
to see an increasing number 
of other states propose similar 
legislation in the near future. 

 WHAT SHOULD EMPLOYERS DO 
 TO AVOID LITIGATION IN THIS 
 AREA?

If an organization uses biometrics 
for its timekeeping system, or 
any other purpose, it must make 
sure it is complying with BIPA 
(and other applicable state 
law), obtain necessary consent 
from its employees or customers 
and provide required written 
disclosures. Organizations 
should be mindful to only collect 
biometric information it truly 
needs. If the biometric data 
is stored by a third party, the 
company should be aware of 
that provider’s retention policy, 
security measures in place 
and data breach response 
policy. LM
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